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Introduction



The Invisible Foundation: 
Firmware is Everywhere
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The Scale of Code in Modern Firmware

Project # Lines of ASM # Lines of C

SQLite 438k 183k

Linux kernel 6.18 (defconfig) 19.9M 6.5M

BMC (uboot + kernel + libs) 25.9M 8.9M

Laptop UEFI Firmware 30.1M 7.1M

* Counted using scc on the output of IDA Pro's 'Create ASM File' and 'Create C File'.
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Firmware: A Reality Check

● Billions of heterogeneous devices across the entire computing stack
● Large codebase: millions of lines of C code
● Testing is non-trivial, highly hardware-dependent
● What can go wrong? 
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SUMMARY

● Majority of UEFI firmware contains image parsers
● Vendors allow customization of the logo displayed 

during boot
● Image parsers written in C, found crashes after 

seconds of fuzzing

DEVELOPING A POC

1. From the OS, store a malformed image on the ESP 
2. Reboot the system
3. UEFI firmware parses the malformed image
4. Integer overflow to Heap overflow to DXE arbitrary 

code execution

LogoFAIL

https://www.binarly.io/blog/finding-logofail-the-dangers-of-image-parsing-during-system-boot
https://www.binarly.io/blog/inside-the-logofail-poc-from-integer-overflow-to-arbitrary-code-execution
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Exploiting UEFI SMM Vulnerabilities For Persistent Implants, Nika Korchok Wakulich, OOTB2025BKK, https://www.youtube.com/watch?v=OzM2aGsiD1s

Unknown Vulnerabilities Threatening 
the UEFI Ecosystem

Vulnerability CVSS Score CWEs

DoubleGetVariable  8.2 High CWE787 Out-of-bounds Write

GetSetVariable 6.0 Medium CWE125 Out-of-bounds Read

PointerViaVariable Memory Write)  8.2 High CWE787 Out-of-bounds Write
CWE822 Untrusted Pointer Dereference

PointerViaVariable Function Call)  8.2 High CWE822 Untrusted Pointer Dereference
CWE829 Inclusion of Untrusted Functionality

SmmCommBuffer Memory Write) 8.2 High CWE787 Out-of-bounds Write
CWE822 Untrusted Pointer Dereference

SmmCommBuffer Callout) 8.2 High CWE822 Untrusted Pointer Dereference
CWE829 Inclusion of Untrusted Functionality

…
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Recent vulnerabilities impacting Secure Boot:

● PKfail
● Hydroph0bia CVE20254275
● Broken dbx1

● Vulnerable signed module:
○ CVE20253052 Binarly)
○ CVE20247344 ESET

Secure Boot 
Vulnerabilities Impacting 
the Chain of Trust   

1. https://www.binarly.io/blog/from-trust-to-trouble-the-supply-chain-implications-of-a-broken-dbx
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PKfail

https://www.binarly.io/pkfail

Oh, hi! I am a private key, 
thatʼs been available on 
GitHub for 6 months! 󰤇
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https://www.binarly.io/pkfail


● Vulnerability found in module signed 
with Microsoftʼs third-party UEFI 
certificate ("Microsoft Corporation 
UEFI CA 2011")

● Secure Boot can be bypassed on 
any device trusting this key

● Microsoft added 14 new hashes to 
dbx as a mitigation during Patch 
Tuesday

CVE-2025-3052
BINARLY 2026



Physical Attacks are (Sometimes) 
Out of Scope
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The Anatomy 
of UEFI Bootkits



High-Level Overview of the 
Windows Boot Process 
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https://www.binarly.io/blog/uefi-bootkit-hunting-in-depth-search-for-unique-code-behavior

https://www.binarly.io/blog/uefi-bootkit-hunting-in-depth-search-for-unique-code-behavior


The Anatomy of an UEFI Bootkit: 
redlotus-rs
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01

Exploit a vulnerability in
UEFI firmware, start bootkit infection 
chain

02

Load in memory Windows Boot 
Manager (bootmgfw.efi) and hook 
ImgArchStartBootApplication

03

During ImgArchStartBootApplication, 
hook BlImgAllocateImageBuffer 
OslFwpKernelSetupPhase1 and of  
Windows OS Loader (winload.efi)

04

During BlImgAllocateImageBuffer, 
allocate a buffer for the rootkit 
kernel driver

05

During OslFwpKernelSetupPhase1,  
patch a victim driver entrypoint to 
redirect execution to the rootkit driver

06

Execution is redirected to 
the rootkit kernel driver which hooks 
HalDispatchTable in the Windows 
Kernel (ntoskrnl.exe)

07

Windows completes the boot 
process with a rootkit installed



http://www.youtube.com/watch?v=TnECRMf2CoQ


The Sky's the Limit
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Infecting the Boot to Own the Kernel,  Alejandro Vazquez, Maria San Jose, DEF CON 33, https://github.com/TheMalwareGuardian/Abyss

https://github.com/TheMalwareGuardian/Abyss


Event Tracing for Windows

● Event Tracing for Windows ETW is a native, high-performance Windows 
telemetry framework that records detailed kernel and user-mode system 
activity.

● EDR solutions leverage ETW to gain deep visibility into process execution, 
file operations, registry changes, and network activity using trusted 
OS-level signals.

● ETW is ideal for EDR because it provides telemetry, enabling real-time 
detection and forensic analysis without degrading system performance.
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Event Tracing for Windows
BINARLY 2026

Veni, No Vidi, No Vici: Attacks on ETW Blind EDR Sensors, Binarly REsearch Team, BH EU 2021



Event Tracing for Windows
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I'm in your logs now, deceiving your analysts and blinding your EDR, Olaf Hartong, BH US 2025
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A Look Inside
the UEFI Ecosystem



Binarly’s Dataset of UEFI Firmware

Dataset with 80,000 UEFI firmware images: 

● Spanning over 10 years 

● Includes every major vendor 
Lenovo, Dell, HP, Intel..)
○ Tracking around 10,000 of 

recent device models
○ At least one firmware released 

in the past 4 years
○ 25% can be considered EOL 

(no firmware released 
in the last 2 years)
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Impact on Known Firmware 
Vulnerabilities
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Firmware vulnerable to 
LogoFAIL and PixieFail



Impact on Unknown Firmware 
Vulnerabilities
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Good news: the average 
number of vulnerabilities per 
firmware is decreasing

Bad news: the 98% of firmware 
released in 2025 contains at least 
one high-severity vulnerability



ESET Research has discovered 
HybridPetya, on the VirusTotal sample 
sharing platform. It is a copycat of the 
infamous Petya/NotPetya malware, 
adding the capability of compromising 
UEFI-based systems and weaponizing 
CVE‑2024‑7344 to bypass UEFI Secure 
Boot on outdated systems.

Latest From the Trenches
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BMC REsearch



The long chain of Supermicro BMC 
firmware fixes
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● It all started with CVE202410237

https://nvd.nist.gov/vuln/detail/CVE-2024-10237


The long chain of Supermicro BMC 
firmware fixes

● It all started with CVE202410237
● It took Supermicro one year and three release cycles to resolve the issues
● Fixes for CVE202512006 and CVE202512007 were released in January 2026
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�� ��MAY 2025

Binarly REsearch bypasses 
CVE202410237 fix and finds another 
vulnerability in the alternative logic

JANUARY 2025

The fix for CVE202410237 
was released

SEPTEMBER 2025

Fixes for CVE20257937 and 
CVE20256198 were released

JANUARY 2026

Fixes for CVE202512006 and 
CVE202512007 were released

OCTOBER 2025

Binarly REsearch bypasses 
both CVE20257937 and 
CVE20256198 fixes

https://nvd.nist.gov/vuln/detail/CVE-2024-10237


Supermicro BMC validation

Two main validation methods:
● fwmap-based validation
● sig_table-based validation
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fwmap-based validation

fwmap table contains information about the firmware regions:
● offset
● size
● attributes (e.g. whether the region is signed or not)
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fwmap from Supermicro X12STW-F
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CVE-2024-10237: PoC
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Custom fwmap



CVE-2024-10237: Demo
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CVE-2024-10237: Supermicro’s Patch
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● No custom region offsets in fwmap, only whitelisted offsets can be used
● Only certain regions can have is_signed flag
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Custom fwmap



CVE-2024-10237: Bypassing the patch
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● Move all the signed regions at whitelisted offset 0x100000
● Add entry in the custom fwmap and name it bootloader

BINARLY 2026

Custom fwmap



CVE-2025-7937: Demo
BINARLY 2026



CVE-2025-7937: Supermicro’s patch
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● Checks that offset of processed pdb_seca is 0x110000
● fwmap must contain a region where offset <= pdb_seca offset < offset + size
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● Previously implemented checks were removed :)
○ We can add fwmap entries at custom offsets again!

CVE-2025-7937: Bypassing the second patch

Custom fwmap



CVE-2025-12006: Demo  
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https://docs.google.com/file/d/1PKcypqkD6V881SXPg0E2v0CJAjalI7PA/preview
https://docs.google.com/file/d/1PKcypqkD6V881SXPg0E2v0CJAjalI7PA/preview


● Offset of parsed pdb_seca should be equal to 0x110000
● For pdb_seca region defined in fwmap:

○ offset should be 0x110000
○ size should be 0x10000
○ it should have is_signed attribute

● Other fwmap regions should be located at only allowed offsets
○ For some regions, their size and attributes are also checked

CVE-2025-12006: Supermicro’s final patch



Fixes provided with the latest firmware release mitigate the issues, but:

● For both X12STWF (fwmap) and X13SEMF (sig_table), RSA keys used 
for image signing were not rotated
○ Firmware downgrade is not possible due to other changes, but may 

arise in the future

● For X13SEMF, the required validation logic was added to the libipmi.so 
library, but before it was executed in the OPTEE environment
○ Potential attackers with root privileges to the BMC system could 

bypass the introduced checks

CVE-2025-12006: Supermicro’s final patch



What about sig_table-based validation?
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● Similar logic, similar problems – CVE20256198, CVE202512007
● Blogpost coming soon, stay tuned!



Conclusions

● Firmware is ubiquitous, complex and not tested enough

● Number of bugs in the UEFI ecosystem are declining, still almost every 
firmware out there has 1+ high-severity bug

● Bugs in UEFI can impact the boot process and OS integrity

● BMC firmware validation is not a trivial task
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sig_table-based validation

● Similar to fwmap, contains information about signed firmware regions:
○ offset 
○ size

● Always located at fixed offset 0x100000
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CVE-2025-6198 – PoC

Custom sig_table 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CVE-2025-6198 – exploitation demo
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CVE-2025-6198 – the fix

Custom sig_table 

● Check that the offset of parsed sig_table is 0x100000
● sig_table must contain a region where offset <= sig_table offset < offset + size
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CVE-2025-6198 – fix bypass

Custom sig_table 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CVE-2025-12007 – exploitation demo
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https://docs.google.com/file/d/1-CSFHanoj67poK7oi2MDMSbHNaXSrEDL/preview


CVE-2025-12007 – the fix

● Only two allowed offsets for sig_table entries:
○ 0x0
○ 0x3FB0000 (location of region containing image cryptographic signature)
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The Anatomy of a UEFI Bootkit: redlotus-rs

1. Exploit a vulnerability in UEFI 
firmware, start bootkit infection 
chain

2. Load in memory Windows Boot 
Manager (bootmgfw.efi) and hook 
ImgArchStartBootApplication

3. During ImgArchStartBootApplication, 
hook BlImgAllocateImageBuffer 
OslFwpKernelSetupPhase1 and of  
Windows OS Loader (winload.efi)

4. During BlImgAllocateImageBuffer, 
allocate a buffer for the rootkit kernel 
driver

5. During OslFwpKernelSetupPhase1,  
patch a victim driver entrypoint to  to 
redirect execution to the rootkit driver

6. Execution is redirected to the rootkit 
kernel driver which hooks 
HalDispatchTable in the Windows Kernel 
(ntoskrnl.exe)

7. Windows completes the boot 
process with a rootkit installed
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OG Plots

Slide 24

Slide 25

Slide 26

BONUS! 
Images from slide 4


